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TERMS AND DEFINITIONS

The banking technological process- a technological process, including operations for change and (or) determination of a status of banking information, used in the process of functioning or necessary for implementation of bank services.
The private key - a cipher key (a unique consequence of symbols), known only to the key owner (the customer or the Bank respectively) and kept in secret by the owner.
The customer - a customer of JSC “MB Bank”, with which the respective agreement on the procedure for exchange of documents in electronic form with use of the system of Internet-Bank iBank2 is concluded.
Compromise of the key - loss of trust to that the used keys ensure a possibility of discovering authorship and permanency of contents of the electronic document.
The cipher key- a specific secret status of some parameters of the algorithm for cryptographical transformation of data, ensuring selection of one transformation from the totality of all the transformations, possible for this algorithm.
Unsanctioned access – information access or actions with information, violating rules of access control with use of in-built tools, provided by computer equipment or automated system.
The cryptokey device - a hardware USB-device, meant for generation and saving Digital Signature Keys (a USB-token “iBank 2 Key” or “Trustscreen” of version 1.0).
Digital Signature- a detail of the electronic document, received following cryptographic transformation of information, which allows the receiver of the electronic document to make sure of its authorship and permanency of its contents, including of absence of imitation or falsification from the beneficiary or third parties.
PC - facilities of the Customer, used as a remote working place in order to manage monetary funds of the customer in the remote banking service system.
MAC-token – a hardware device “ActivIdentity Pocket Token”, which is an integral, unrepairable device with a display and digit keyboard, meant for generation of one time digit passwords, in which it is implemented an algorithm of calculation of the one time password as the function of the current time and secret key of the device itself based on algorithm 3-DES (Triple Data Encryption Standard). The distinctive feature of MAC-tokens is protection of the device with the PIN-code, as well as a possibility to confirm details of the payment document (the amount, account number and BIC of the beneficiary bank). 
OTP-token – hardware device “ActivIdentity Mini OTP Token”, which is an integral, unrepairable device with a display and having the only button, pressing which the one time password appears on the liquid crystal display. It is meant for generation of one time digit passwords. ActivIdentity Mini OTP Token generates a one time password as the function of time, value of the state counter and secret key of the token. Crypto algorithm 3DES is used. Length of the one time password is 8 digits.
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[bookmark: bookmark1]1. GENERAL PROVISIONS
1.1. Use of Remote Banking Servicing System is related to the increased risk of a possible Unsanctioned Access of third parties to protected information.        Consequences of Unauthorized Access can be represented by withdrawal of funds from the Customer’s account or leakage of confidential information on the transactions, performed by the Customer.
1.2. This Instruction determines requirements and recommendations for ensuring information security in the process of exploitation of the remote banking servicing system, execution of which will allow the Bank’s Customer to decrease possible risks of Information Security, as well as the order of activities of Customers in case of detection of information security incidents, related to theft of monetary funds in the process of exploitation of the remote banking servicing system.          
2. RECOMMENDATIONS FOR ENSURING INFORMATION SECURITY IN THE PROCESS OF EXPLOITATION OF REMOTE BANKING SERVICING SYSTEM 
2.1. Recommendations for ensuring Information Security of Working Station
2.1.1. Information security of Working Station, with use of which work in the remote banking servicing system is carried out, shall be ensured by means of implementation of a complex of organizational and technical measures. 
2.1.2. In order to work with the remote banking servicing system it is recommended to organize a separate Working Station. Equipment of the Working Station shall be placed in the offices, for which the regime of restricted access is ensured and presence of unauthorized people is excluded. 
2.1.3. It is recommended to use the exclusively licensed software at the Working Station and to regularly update it.  
2.1.4. In the operational system a unique account with limited rights shall be started for each employee, who are allowed to work in the remote bank servicing system.   Access to file resources of the computer shall be limited by minimum necessary rights in accordance with implemented functional duties.
2.1.5. Standard accounts (User, Administrator) of the operational system of the Working Station are recommended to be renamed, passwords of access to them are recommended to be set. The administrative account shall be used exclusively in the process of installation and configuration of the Working Station. The guest account (Guest) is recommended to be disconnected.
2.1.6. For each account it is recommended to set passwords with length of not less than 8 symbols, including letters of different registers (capital and small), special symbols  and figures. The passwords are recommended to be changed with frequency of not less than once in three months.
2.1.7. It is recommended to fully block a network access to resources of the Working Station from other working stations. The network equipment, ensuring an access of the organization to the Internet, shall block any network packages, transferred from the Working Station to servers, not related to Remote Bank Servicing System, the Bank’s web-site, services of updating the installed software and anti virus data bases.
2.1.8. It is recommended to exclude a possibility of downloading and use of the operational system, different from the installed on the Working Station (for instance, having disconnected a function of downloading from CD/DVD drives, USB-flash discs, etc. in BIOS (Basic Input/Output System).                                 Access to amendment of settings of BIOS of Working Station shall be protected by the robust password.    
2.1.9. A licensed device of anti virus protection shall be installed at the Working Station. If possible it is also recommended to install personal fire walls at the Working Station.
2.1.10. At the boundary of the perimeter of the local network area it is recommended to use facilities of firewalling, intrusion detection system/ intrusion prevention system (IDS/ IPS) and flow anti-virus scanning.
2.1.11. Anti-virus data bases shall be updated at least once per day.  Full anti-virus scanning of all the machine-readable media shall be executed at least once per week. All the movable electronic media, connected to the Working Station (DVD/CD, USB- flash drives, etc.), are recommended to be checked in terms of availability of viruses. 
2.1.12. Intrusion detection system/ intrusion prevention system are recommended to be updated at least once per week.
2.2. Protection from the unsanctioned access via use of false (falsified) resources of the Internet network
2.2.1.  While transferring monetary funds with use of the remote bank servicing system, there is a risk of receipt of the unsanctioned access to the protected information via use of false resources of the Internet by people, who do not have the right to dispose of these monetary funds. In order to implement this risk the violator can create a copy of the site, with the help of which it is executed cooperation with the remote bank servicing system, externally indistinguishable from this resource. Information, entered on such a false resource, including, logins and passwords for access to the remote bank servicing system, will be sent not to the Bank’s servers, but to the violator. Entry of such a twin-site is possible, for instance, from different external references, on which it is established re-addressing from the site of the violator, from distributions of e-mail letters, etc.  
2.2.2. In order to decrease the specified risk the Customers are recommended:
2.2.2.1. In order to enter the remote bank servicing system it is necessary to type in the address line of the Internet-browser “https://ibank.mbbru.ru”.
2.2.2.2. Before entering the login and password for access to the remote bank servicing system it is necessary to check authenticity of the site ibank.mbbru.ru, based on the data of TLS/SSL-certificate. For these purposes it is necessary to review the data about the certificate – the tab “Structure”. The field of the entity shall include the following information:
· [bookmark: bookmark2]CN = «ibank.mbbru.ru»;
· О = «СJSC MB Bank».
2.2.2.3. The center of certification of the company RU-CENTER is used as the certification authority, confirming belonging of the server ibank.mbbru.ru to the Bank. Information on the publisher of the certificate is specified in Tab “General”, as well as in Tab “Structure” – “Publisher”.
2.3. Ensuring Information Security of cryptokey devices
2.3.1.  The procedure for storage and use of cryptokey devices with secret keys shall exclude a possibility of an unsanctioned access to them.  Metal safes shall be installed for storage of cryptokey devices.
2.3.2. Access of employees of the Customer to cryptokey devices shall be executed based on the order or instruction of the Customer’s management, based on functions and authorities, assigned to them.
2.3.3. Cryptokey devices shall be used only by authorized employees. During work with cryptokey devices access to them from third parties shall be excluded.
2.3.4. After the end of the working day as well as during communication periods with the Bank cryptokey devices shall be disconnected from the Working Station. Currently unused cryptokey devices shall be saved in the safe.
2.3.5. Cryptokey devices are allowed to be saved in one safe with other documents, provided that a possibility of the unsanctioned access to them is excluded.
2.3.6. Not allowed:
· transfer of cryptokey devices to unauthorized people;
· representation of private keys on the display or printer;   
· preparation of copies of cryptographic keys without sanction of authorized people;
· use of the cryptokey device on the automated working places, different from the Working Station.
2.4. Use of additional measures for ensuring information security
2.4.1. In order to decrease information security risks, occurred during use of the remote bank servicing system, the Bank’s Customer is recommended to:
· use the Digital Signature for signing electronic payment documents, in accordance with combination of signatures, specified in the Bank account agreement;
· sign electronic payment documents from different Working Stations;
· save cryptokey devices in different places (safes, lockable cases, etc.), which will decrease a probability of their simultaneous theft by violators..
2.4.2. [bookmark: bookmark3]In order to ensure information security in the process of exploitation of the remote bank servicing system the Bank’s Customers are also recommended to be connected to the following additional services:
2.4.3. “Multifactor authentication” is an additional service for protection of the remote bank servicing system from unsanctioned use by third parties via entry of a one-time password, received with use of the MAC-token/ OTP-token (in the process of connection it is mandatory).
2.4.4. “Confirmation of documents by the MAC-token/ OTP-token” is an additional service for protection of the documents, sent to the Bank, exceeding the amount, determined by the Customer, via entry of the one-time password, received with use of the MAC-token/ OTP-token.
2.4.5. “IP-filtration” - an additional service, giving an opportunity to each Customer to cooperate with the remote bank servicing system only from the determined IP-addresses and IP-subnetworks. Use of the mechanism of IP-filtration, inserted in the remote bank servicing system, limits possibilities of the Customer to work with the system in the process of connection to the Internet from the unspecified place, but at the same time it makes a task of theft of funds by violators as hardly implementable.
2.4.6.  Connection of the services, specified in sub-clauses 2.4.3 - 2.4.5, is executed based on the Request for additional protection, accepted by the Bank (Appendix 2 to Rules of the remote bank servicing system for corporate customers in JSC “MB Bank”).
3. PROCEDURE FOR ACTIONS OF THE CUSTOMER IN CASE OF DETECTION OF FACTS OF MONETARY FUNDS THEFT
3.1. In case of reveal of facts of monetary funds theft in the remote bank servicing system it is necessary:
      3.1.1. To immediately stop any actions with the Working Station, with use of which it is executed connection to the remote bank servicing system, to leave it without electricity (to leave it without power by force beyond the regular logoff procedure, to withdraw the accumulator battery from the notebook, etc.) and to disconnect from information networks (if it were connected, for instance, by Ethernet, USB, Wi-Fi, etc.) or to transfer the Working Station in the regime of hibernation.
      3.1.2. Upon availability of a technical possibility it is necessary to cancel transfer with use of another Working Station, after which to block the remote bank servicing system.
     3.1.3. Upon absence of the technical possibility via the remote bank servicing system, it is necessary to immediately apply to the Bank by phone with a request to suspend execution of the payment and return monetary funds (the contact information is given in Appendix 7 hereto). 
[bookmark: bookmark4]      3.1.4. To take pictures of the Working Station and its location in the premises. To ensure safety (integrity) of the Working Station as a possible instrument of commitment of the crime, having put it in the place with the restricted access, having ensured protection of it from disclosure therewith (stickers, adhesive labels, plastilina, inked seal, plugging material, etc.) and if possible to fix a control device on integrity by taking pictures from all the angles.      In case of necessity to carry out business activities - to involveanother Working Station.
3.1.5. To apply to the Bank with a written declaration about withdrawal of a payment, return of funds and blocking an access to the remote bank servicing system (Appendix 1 to the Instruction), as well as about compromise of the keys immediately after discovery of the fact of loss of the electronic payment instrument and (or) its use without consent of the Customer, but not later than the date, following the date of receipt from the Bank of the notification on the committed transaction. A copy of the declaration shall be sent to the Bank immediately by fax or e-mail (the scanned copy).  The original declaration shall be provided to the Bank during one day.
3.1.6. To inform all the banks, with which the Customer has contractual relations, providing for use of the remote bank servicing system, of the fact of theft of monetary funds and to apply with a request for an unscheduled change of the key information.
3.1.7. To take measures to ensure safety and permanence of records from internal and external video surveillance systems, registers of access control systems, the Internet support and access control systems (if available) for the maximum period of time, both before and after the date of theft of monetary funds. 
3.1.8. To collect records from firewalls, servers of data bases and other components of the customer application of the remote bank servicing system, systems of authorization of users (AD, NDS, etc.), Working Stations, used for management of monetary funds with use of the remote bank servicing system, devices, which can be used for remote management of the specified Working Stations. 
3.1.9. During one day to apply with a written request to its Internet-provider (Appendix 3 hereto) to receive registers of connections with the Internet in electronic form with use of the Working Station or from the Local Area Network of the Customer at least three months ahead of the fact of theft of monetary funds.  
3.1.10. Not to take any actions for the independent or with involvement of third party IT-specialists search and cancel of computer viruses, restoration of working capacity of the Working Station, not to send the Working Station to service departments of IT to restore working capacity.   
3.1.11. In the protocol form to fix significant actions and events, including actions with the Working Station, with use of which connection to the remote bank servicing system is executed, which were previous to the fact of theft of monetary funds; to prepare explanations of the Customer’s employees on use of the Working Stations for the purposes, different from execution of transactions in the remote bank servicing system, visited sites, irregularities in the process of work with the Working Station, failures or breakdowns of the Working Station, applies to IT-services, the Bank, on third parties, which visited the place of location of the Working Station, etc. 
3.1.12. During one day to apply with an application to the law enforcement authorities on initiation of criminal proceedings upon theft of monetary funds (Attachment 4 hereto).
3.1.13. In the period and procedure, established by the legislation of the Russian Federation, to apply to the court with a claim, related to the recipient of monetary funds (having specified all the known details of the recipient), on recovery of unreasonably received enrichment and interest for use of monetary funds (Chapter 60 of the Civil Code of the RF), and also with an appeal about taking measures by the court for securing the claim in the form of arrest of monetary funds on the account of the recipient in the amount of the unreasonably received enrichment.  The claim shall include an attachment in the form of a copy of the application for initiation of criminal proceedings or a copy of the slip of the Crime Notification Logbook, including a mark of the law enforcement authority about its receipt.
3.1.14. The copies of the above mentioned documents, according to the list in Attachment 6 hereto, shall be sent to the Bank with attachment of the Reference information on the incident of information security in the remote bank servicing system (Attachment 5 hereto). 
3.2. All the actions, specified in sub-clauses 3.1.1, 3.1.4, 3.1.7, 3.1.9, 3.1.11., need to be made jointly, the results of their execution shall be recorded and documented.  
ATTACHMENT 1
to Instruction to the Customer of JSC “MB Bank” for ensuring information security in the process of exploiting the system of remote banking service 
INTERNET-BANK IBANK 2

FORM OF CUSTOMER’S REQUEST TO THE BANK FOR WITHDRAWAL OF THE PAYMENT, RETURN OF MONETARY FUNDS AND BLOCKING AN ACCESS TO THE REMOTE BANK SERVICING SYSTEM

To General Director of JSC “MB Bank”
 M. E. Hazzar

Dear Mohammad Esmaeil, on _____, 201__ from our
settlement account, opened in your bank, through the remote bank servicing system INTERNET-BANK IBANK 2 there were stolen monetary funds, which, according to the available information, were transferred with the following payment details:
Date of payment:	
Number of payment order:	
Name of the bank of the payer: JSC “MB Bank”	
Name of the payer:	
TIN of the payer: 		
Number of account of the payer:	
Name of the bank of the recipient:	
Name of the recipient:	
TIN of recipient:	
Number of account of the recipient:	
Amount of payment:	
Payment purpose:	
(for the cases of transfer of electronic monetary funds – the details of the transfer shall be specified)

(position)(signature),

(breakdown of signature)

 I ask you to block our account in the remote bank servicing system, to execute a procedure of compromise of all the Digital Signature Keys and to assist in return of monetary funds.

(Full Name)
«_____»________________20____
Prepared by
Tel.:















ATTACHMENT 2
to Instruction to the Customer of JSC “MB Bank” for ensuring information security in the process of exploiting the system of remote banking service
INTERNET-BANK IBANK 2

FORM OF THE CUSTOMER’S REQUEST TO THE PAYEE’S BANK OR PAYMENT SYSTEM OPERATOR ABOUT SUSPENSION OF PAYMENT AND RETURN OF    
MONETARY FUNDS

(position of the head) (name of the organization)
(Full Name)
Dear,
(full name of the head)
On ______________ 20___	from our settlement account there were
stolen monetary funds, which, according to information, received from JSC “MB Bank”, were transferred according to the following payment details: 
Date of payment: 				
Number of payment order:	
Name of the bank of the payer: JSC “MB Bank”
Name of the payer:	
TIN of the payer:	
Number of account of the payer:	
Name of the bank of the recipient:
Name of the recipient:	
TIN of recipient:	
Number of account of the recipient: Amount of payment:	
Payment purpose:
(for the cases of transfer of electronic monetary funds – the details of the transfer shall be specified)

(position)
(signature)
«	»
Prepared by
Tel.:
(breakdown of signature)
	20_
(Full Name)
I ask you to assist in suspension of execution of the payment and return of monetary funds.


















ATTACHMENT 3
to Instruction to the Customer of JSC “MB Bank” for ensuring information security in the process of exploiting the remote bank servicing system
INTERNET-BANK IBANK 2

FORM OF THE LETTER TO THE INTERNET-PROVIDER ON PROVISION OF CONNECTION LOGS (LOGS)

(position of the head) (name of the organization)
(Full Name)
From	
(position, full name of the applicant)
Place of employment:	
(name of organization)
Contact telephone number:	
(Telephone of the applicant)
Address for correspondence	
(postal address)
Dear,
(full name of the head)
On    201______ at	:        Moscow time from the account                    
	through the remote bank servicing system 
unsanctioned transfer of monetary funds was executed.  The computer, from which connection to the remote bank servicing system is executed, is placed at the address _______ and uses IP-address       .	.	.	.
A probable reason of the unsanctioned transfer could be represented by infection of the computer with the malicious software, theft of the login, password and secret keys of the remote bank servicing system.
On      20___	between _____ and you there was concluded
service agreement No. _____.
To reveal the circumstances of the unsanctioned transfer I ask to provide information from the logs on incoming and outgoing 
traffic for the period from _____, 20___ through    _____ 
	 20 _____, specifying the time of connection, IP and MAC
(position)
(signature)
(breakdown of signature)
addresses
(Full Name)

_____________20 ___
Prepared by
Tel.:













ATTACHMENT 4
to Instruction to the Customer of JSC “MB Bank” for ensuring information security in the process of exploiting the remote bank servicing system
INTERNET-BANK IBANK 2

FORM OF THE APPLICATION OF THE CUSTOMER (VICTIM) TO LAW ENFORCEMENT AUTHORITIES ON INITIATION OF CRIMINAL PROCEEDINGS UPON THEFT OF MONETARY FUNDS
Head of Department of Internal Affairs of 

(name of Department of Internal Affairs)


From

(position, full name of the applicant)
living at:	
(address of residence)
passport:	
(number of the passport, date of issue, by whom and when it was issued)
Place of employment: _______________________________________________
(name of organization)
Contact telephone number:____________________
(Telephone of the applicant)
Address for correspondence ___________________
(postal address)
APPLICATION
I ask to check this application regarding illegal acquisition of the monetary funds, belonging to 		
(name of organization)
with use of the remote bank servicing system (hereinafter – the remote bank servicing system) of JSC “MB Bank”. 
	 On 201___ unknown people executed 
an unsanctioned transfer of monetary funds through the remote bank servicing system with the following details:
Date of payment:		
Number of payment order:	
Name of the bank of the payer: JSC “MB Bank”	
Name of the payer:			
TIN of the payer:		
Number of account of the payer:	
Name of the bank of the recipient:
Name of the recipient:	
TIN of recipient:	
Number of account of the recipient: Amount of payment:	
Payment purpose:
(for the cases of transfer of electronic monetary funds – the details of the transfer shall be specified)
The reasons for this money transfer are absent: contractual and other business relations are absent with the recipient of payment, as well as any liabilities to it; I consider the transfer as theft of monetary funds.
The sign of theft is that this transfer was not executed by authorized people.
The fact of appearance of this transfer was detected on ______ 201___
(the full name of the person, who detected the fact of unsanctioned transfer, position, name of organization)
in the process of 	
(circumstances of discovery of the fact of unsanctioned transfer)
The Working Station, from which connection to the remote bank servicing system is executed,
is located at the address ______, the access to the Working Station  
is limited, direct theft of the reference details of the access (the account, password and secret keys) is hardly probable. 
I consider that the probable reason of this unsanctioned transfer is represented by entry, cancellation, blocking, modification of computer information or other interference with functioning of the devices of storage, processing or transfer of computer information or the Internet, as this event was accompanied by the following circumstances:
[bookmark: bookmark5]1.	;
(обстоятельства, снижающие вероятность прямого хищения реквизитов доступа в систему ДБО)
2.	;
(наблюдавшиеся сбои, нехарактерное поведение системы ДБО и рабочего места системы ДБО)
[bookmark: bookmark6]3.	.
(other)
(position)
(signature)
(breakdown of signature)
Based on the above mentioned, I ask you to take necessary investigative proceedings to reveal the guilty people and prosecute them in accordance with the current legislation.


20	/.
(signature)
 


























ATTACHMENT 5
to Instruction to the Customer of JSC “MB Bank” for ensuring information security in the process of exploiting the remote bank servicing system
INTERNET-BANK IBANK 2

FORM OF REFERENCE INFORMATION UPON INCIDENT OF INFORMATION SECURITY IN THE REMOTE BANK SERVICING SYSTEM

REFERENCE INFORMATION UPON INCIDENT OF INFORMATION SECURITY IN THE REMOTE BANK SERVICING SYSTEM
On _____ ,20__ through the remote bank servicing system the unauthorized person	
executed an unsanctioned transaction on transfer of monetary funds with the following details:
Date of payment:	
Number of payment order:	
Name of the bank of the payer: JSC “MB Bank”	
Name of the payer:	
TIN of the payer:	
Number of account of the payer:	
Name of the bank of the recipient:	
Name of the recipient:	
TIN of recipient: 		
Number of account of the recipient:	
Amount of payment:			
Payment purpose:	
(for the cases of transfer of electronic monetary funds – the details of the transfer shall be specified)
In addition I inform of:
number of Working Stations, adjusted for access to the remote bank servicing system:	.
For access to the remote bank servicing systems at least once there were used
· corporate,
· personal Working Stations,
· Working Stations, which are in public use
Periodicity of change of the password in the remote bank servicing system:	
the applied elements of security of the Working Station include:
the procedure for preparation of the Working Station for installation of the remote bank servicing system is observed:
only the software for work of the remote bank servicing system is used
only the license software is used
the operating system and applications are updated in the automatic mode
The antivirus software is used:	
the antivirus software is updated daily
from the removable media only key carriers are used at the Working Station
transfer of files and exchange of e-mail messages are limited at the Working Station 
integrity of the executed files and files with configuration is controlled with some frequency 	
the firewall is used:	
incoming connections from the Internet are forbidden at the Working Station
outgoing connections with the Bank and a limited number of sites of the Internet are permitted from the Working Station to hold updating of the software, number of the permitted sites makes	
a possibility of access to the Working Station to only authorized people is ensured
a possibility of access to the key carriers to only authorized people is ensured
Other information, related to the incident:	
I confirm absence of claims to JSC “MB Bank”.
	 /	/
(signature of the customer, breakdown of signature)
I intend to apply to the law enforcement authorities, regarding theft of monetary funds. 
An application to the law enforcement authorities is accepted in Department of Internal Affairs	
(region, neighbourhood, city, constituent entity of the Federation and other identifying data of Department of Internal Affairs) and registered under No. 	in Crime Notification Logbook
I do not intend to apply to the law enforcement authorities, regarding theft of monetary
funds.
I am warned of necessity to provide an access of employees of the law enforcement authorities to the Working Station, of responsibility for use of the unlicensed and counterfeit software in accordance with Article 147 of the Civil Code of the Russian Federation.
Applicant:	/	/

Date:	/Phone:	
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ATTACHMENT 6
to Instruction to the Customer of JSC “MB Bank” for ensuring information security in the process of exploiting the remote bank servicing system
INTERNET-BANK IBANK 2

LIST OF DOCUMENTS, WHICH CAN BE REQUESTED FROM THE CUSTOMER IN CASE OF REVEALING FACTS OF THEFT OF MONETARY 
FUNDS IN THE REMOTE BANK SERVICING SYSTEM
1. A copy of the license for the operating system of the Working Station.
2. A copy of the receipt for purchase of the operating system of the Working Station.
3. Description of the used software (a list of the used licensed software at the working place, information on the version of the operating system and availability of critical updates, recommended by the developer of the operating system).
4. A copy of the agreement on rendering telematic services of the Internet.
5. Description of organization of access in the Internet at the working place. 
6. A receipt on giving access to the Internet on a periodic basis.
7. A copy of the application to the law enforcement authorities.
8. A copy of the license for the antivirus software.
9. A copy of the receipt for the antivirus software.
10. Description of organization of antivuris protection at the working place (availability of the antivirus software, installed on the hard disc of the automated working place of the customer, and relevance its data bases, frequency of updating, scanning, availability of data on appearance of malicious softwares at the automated working place of the customer).

11. Description of the system of information protection (availability or absence of the personal firewall with the customer, information on use of the working place in other purposes, except for execution of payment and settlement transactions, in particular – the Internet-surfing, information on the procedure for storage and use of key carriers).
15
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[bookmark: bookmark8]                                                                                          ATTACHMENT 7
to Instruction to the Customer of JSC “MB Bank” for ensuring information security in the process of exploiting the remote bank servicing system
INTERNET-BANK IBANK 2




Contact information


Joint Stock Company “Mir Business Bank” (JSC “MBB”)
Address of location:  9/1 Mashkov str., Moscow 105062, Russia 
Multi-line phone: +7 (495) 646-21-10 
E-Mail: info@mbbru.ru
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